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{EiTicSt
S]] {EiThRA (T (Epiiid
2019-10-15 1.0.0 UL
2019-10-18 1.0.1 3.2.1, 5.2.1 BHCOHEBTSH, HFRINEER
2019-10-28 1.0.2 5.23 *hFESignEIERRIFER)
20191030 |1.03 521 523 ATHEGTHMELER, BENIFIHHS
HORTING,; 55, TEELEBERuser_agent
2020-01-10 1.04 5 ITETRINEES SR, (SRR HPost R
2020-04-15 1.0.5 5.6 HAATEERIEE O RINNFER, *hFekiRAES)
2020-04-17 1.0.6 311 514 i;ﬁ%’?ﬁfﬁkggﬁ
1EBUE LG
311 1) 3.1.1 BRETCRABEIN: BRI GET
2020-05-07 1.0.7 31.2 2) BMEARATEER, .
515 3) $EIN3.1.25 EEWE TR AR
4) 18105.1.5 EOSHANH
3.1.1 1) IEERN SRESIEEINEE ISR
2020-12-11 1.0.8 5.1.1 2) TEERMNITHEEERENElevent id
PR3 3) i#fNconversion typeiEs(E
2022-08-01 1.0.9 5.1.1 ISR FE FconversionfE B BIEF R
2023-07-05 1.1.0 5.1.1 BEUUEONE, BHBREHIE
2023-08-22 1.1.1 MFREBDETS, SAHNIE I EIRREML
2023-10-25 1.1.2 BFs=3 #Efilconversion_typelEE
2024-01-31 113 2.11 1I§ESZconversion_price~ revenuefic
M3 #Efhconversion_typel&HE
2024-02-23  [1.14 1,2 EA—LHERCRROEE
MflBRconversion_count, conversion_price=2E&
1) ffiB&conversion extend RAHET={EFFER
(price. content type. content list,
content id, content sku id,
2024-09-14 1.1.54 211 payment info available, validated, receipt id.
contend ids, content category.
promotion id, content list id)
2) conversion extendshiEflproduct items=E&
50241111 5019 =3 %ﬁi%iﬁ%ﬁ%ﬁgtes-tdrive landingpage,
- downpayment landingpage
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1 &N

AHEEN T T S EEUER TR ESMBERITR AT, TS SR ETRRIERN—T5%
#ERIE, REAT SHEREGEN SRS,
FHEXISR NG RI . TR, WiHAR.

2 HiEbHE

I EREUERE . T SEAEIRERIE RS ERSEeRYE T AEEE, ERle S EdE
B, BER SRERR (callback) EUELAEREEIEE, [ HETUNENERE, Seenas8E
TS AR ER S S hIREE,

—RMNEUERE: —SRUEIRRIEHE T RRENRRER T HIE, EIEEERIETES
i8#ID (OAIDE{OAID MD5) FHEEEIEME (advertiser id)

iE: EREERE R AEECIEE AR 30X LARIRII iR, BidiZHRAIEHEEIRTH.

2.1.1 iERiEiHEE
B TEERSER
RS  ERISENRERRSS =R
BRI HTTPS
iBEXRoI: POST
BXKATEEL: application/json

HIRF w5 UTF-8

= A URL : https://ppscrowd-drcn.op.hicloud.com/action-lib-

track/hiad/v2/actionupload
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SMERATF

[ERRA%
{

"oaid": "string",

"conversion_type": "string",

"content_id": "string”,

"device id": "string",

"id_type": "string”,

"gaid_tracking _enabled": "string",

"conversion_extend": {

"revenue": "string",

"value": "string",

"currency": "string”,
n M |l: n | . lI’
n | |_| ll: n | M III

"quantity": "string”,

"order_id": "string",

"store_id": "string",
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"search_term": "string";

"product items": [{

"product sku id": "123456789",

"sku count": "2",

"sku price": "129.0"

A

"product sku id": "987654321",

"sku count": "3",

"sku price": "99.9"

"callback": "string”,

"campaign _id": "string”,
"timestamp": "string”,
"app_version": "string”,
"app_packagename": "string”,
"is_retargetting": O,

"attribution_lookback": 0,

"attributed touchtype": 0,
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"match_type": 0,

"user_agent": "string”,

"referrer": "string”,

" advertiser _id": "string"
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BEOSE0RBANT:
R5.1 BERRFEREN

SEER =il AU fEA

oaid string | & RENRRF, BA3;

conversion_type string | 2 BRI, S ENNR3

content_id string | & BIRid, SZFEWTATERN. &
FEKRIeIEId

device id string | & REidEIEEId_typelHfEN

id_type string | & |d28, 850,6,8,9,10,11,12,13,
20: OAID_MD5

gaid_tracking_enabled |string | & QaidE IR B TE

conversion_extend map & FHFRESERS.2

callback string | 2 ISR EETRR

campaign id string | & SiZ& BT AR, TEEEKE
ENE=TLa sl p e

timestamp string | 2 NEKERREEL, Unixidiazk, =
=

app_version string | & |3/ IEER AN FRRRAS

app_packagename string | & IHEIRE PN AEE

is_retargetting string | & BEAREEM

attribution_lookback |string | & IEES|Ef:

attributed touchtype |string | & s IS

match_type string | & uyineSid
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user_agent string | & FFP{3E URLEncode UTF-81&=
referrer sting | & referrer|3ESLH
conversion_time string | 2 EE(YAIE)
advertiser_id string | & I&ZEid, —H#EiERER callbackA
FAiE, advertiser id=ERAE

Z%5.2 conversion_extendiEX.

=2 =
SHBR ESit] ik
WhIFG
TESTM/BAEM, &
revenue string B conversion type £ A
paidfirefundrdsEFT
value string B ®IinE
e, i5EMAISO 421789
= & £ 18 (Alphabetic
currency string )
Code) , #l %0 : USD,
EUR,CNY
price string & | mimRon
content type string T | e
" : ] - T
contentid string TS
content_sku_id string &) VealfsmtD
quantity string B e
payment info available string & TES

All rights reserved

WKL, 128057 Page 9 , Total 21 #5971, 211




§Vé e 50 i L R 11 AT

HUAWEI
validated string & | B
order id string & RS
contendids hist{string:} = a7
€ontent_category string = S e SEl
search _term string &= L]
AESIE, product item
product_itemseententtistid | list[product item]string | & T M & BB ¥ 53
product itemENX

Z%5.3 product item@ENX

SHER xH EEWIE | R
product sku id string = BmSKU ID
sku_count string B HmiE
sku price string & BmEMN

2.1.2 $EOERGREE
ATREEAREY, SSHEEREXNEREHTEN, REENELEA2IEERK,
EEMEEWERT, EkskhiRINAuthorization=FER, I ADigestiAlE, XfAuthorizationd

HvalidTimeFresponseFiMNSEGHTERL,

Authorizationt&=i0TF:

Authorization: Digest validTime="validTime", response="HMAC-SHA256 (i§E{K,
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o validTimeRHEiERATIUNIXATER,, BA=R,
RISaRE Rt validTime SERISENREIRSS AR EI R ISURAIRTIE), ANSRAJEZEH SN
EREW, INIRTCHUBEK,

® responseNiEEMHER, RANHMFEZEZNHMAC-SHA256, responseSEi4ERLT
I/IHMAC-SHA256 (GEEWA/MH), He:

a) EER: EFIRGAEAISONERE, SRAUTF-884RE.

b) #$H (secretKey) : TEBRIBZIRETE "CIERIFARRIL" HIEREAVEEILEIETLE,

o EEXA16#EIFrHRf AL, (EERLAuthorizationdresponseS4HI{E.
E: RERIXEREPRISONFRR, MESESBIISONFRETE—EL

i+ EAuthorization4i

e
* IHEIERLHRY Authorization
* @param body ;JBEE/K json
* @param key #4485
* @return Authorization 2L
*/
public static String buildAuthorizationHeader(String body, String key) {
// 153k header #9fY Authorization &=
final String authorizationFormat = "Digest validTime=\"{0}\", response=\"{T}\"";
String authorization = null;
try {
byte[] keyBytes = key.getBytes(Charsets.UTF _8);
byte[] bodyBytes = body.getBytes(Charsets.UTF_8);

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKey secretKey = new SecretKeySpec(keyBytes, "HmacSHA256");
mac.init(secretKey);

byte[] signatureBytes = mac.doFinal(bodyBytes);

final String timestamp = String.valueOf(System.currentTimeMillis());
final String signature = (signatureBytes == null) ? null : Hex.encodeHexString(signatureBytes);
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authorization = MessageFormat.format(authorizationFormat, timestamp, signature);
} catch (Exception e) {

System.err.printIn("build Authorization Header failed! ");

e.printStackTrace();

}
System.out.printin("generate Authorization Header: " + authorization);
return authorization;

2.1.3 3RO
TEHIRERIESES, FEERLFE, ZTURTERREHER:

FREHERR:

SHEW SHIEB)

validTime 1588146949915

HEKR {"callback":"45000002%26fe5878b3aae2476d3bb04b446579b4e6407175
78a1026a652ea3b6f4903529f8%26346227458468479232%26contentld 4
5040150","conversion_extend": {"revenue": "10.00",

"currency":"CNY"},"conversion_type":"paid","conversion_time":"15880581

00","timestamp":"1588058500080"}

o= WPjr TXXXXXXXXXXXXXXXXXXXXXXXXXXXXXBCS =

response d0b55b792b9921f24a1060c64529dc55f0a75b3f1da7dd26269ba7a62086

b7e7

5c¥Header | Digest validTime="1708656480235",
response="d0b55b792b9921f24a1060c64529dc55f0a75b3f1da7dd26269

ba7a62086b7e7"

2.1.4 IRRziAA
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SRISEIREEIT SRS THENRRR, S TREE, FRERIGERMIN ™R, HE
T
1) WERZASEC: jsont&=
2)  RNAE:

{
“resultCode” : 0,
“resultMessage” : “success”
}
resultCodeBX&iAA:
B8 15iRH Z;E
0 F&Ih
1 =S SRS, ENATHERS
2 SHEARE BRDNIRSE, SNSHEYEIRE
2.1.5 XWEE

IIEEREEEER, BTNERESHSHREEMARESEHIE200091E%, SEEZED
BEREIIH, BSEIERE,

2.1.6 FEHIRN
ITEEREREREM T ARG, FECITREREIEAERSHEE. MR SEMBRTER
R RBESERTSHE T IR EIE S ERSaI6E, e L ERSN —R MR K B IR EERIE)
g8, BN FRIGIVEREREIREZ S EIE.
B SESE N EUIRER S BRIE AP TR, FHNEHESESHIRE RS EURITECRY
IR RMATAEGRE, R IR T AERIITECRER.
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/**
* FLE IR Demo, (KIS, 5T/ AL T 1K
* <pre>
* {@code
* <dependency>
* <groupId>commons-codec</groupId>
* <artifactId>commons-codec</artifactId>
* <version>1.13</version>
* </dependency>
* <dependency>
* <groupId>org.apache.httpcomponents</groupId>
* <artifactId>httpclient</artifactId>
* <version>4.5.9</version>
* </dependency>
* <dependency>
* <groupId>com.alibaba</groupId>
* <artifactId>fastjson</artifactId>
* <version>1.2.66</version>
* </dependency>
* o}
* </pre>
*/
public class t1 {
/* *
* base6d JFiGHINIE ], HIBTEZ)EET B K
*/
private static final String SECRET_KEY = "WpJrIXXXXXXXXXXXXXXXXXXXXXXXXXXXXXBCs=";
/* *
* L EAE B
*/

private static final String ACTION_UPLOAD URL = "https://ppscrowd-
drcn.op.hicloud.com/action-1lib-track/hiad/v2/actionupload”;

public static void main(String[] args) {
final HttpPost httpPost = new HttpPost(ACTION_UPLOAD_URL);

// FEFRIE ISON F 1
final String postBodyJson

buildPostBody();

// EEER I

final StringEntity entity = new StringEntity(postBodyJson,
ContentType.APPLICATION_JSON);

httpPost.setEntity(entity);

/) RIFEEIFIG M ISON F1F4 foa R
final String authSign = buildAuthorizationHeader(postBodyJson, SECRET_KEY);
httpPost.addHeader("Authorization"”, authSign);

// REPOST igk

try (CloseableHttpClient httpclient = HttpClients.createDefault();
CloseableHttpResponse response = httpclient.execute(httpPost)) {
String responseStr = EntityUtils.toString(response.getEntity());
System.out.println(responseStr);

} catch (IOException e) {
System.err.println("post request error!");
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e.printStackTrace();

}

/* *
* fi& post g K1k
* callback, campaign_id, conversion_type, conversion_time, timestamp, request_id X4 1£ 75
k
* @return 15K 1E
*/
private static String buildPostBody() {
final Map body = new HashMap<>(16);
JSONObject json=new JSONObject();
body.put("conversion_type", "paid");
body.put("conversion_time", "1588058100");
body.put("timestamp", "1588058500080");
body.put("callback",
"45000002%26fe5878b3aae2476d3bb04b446579b4e640717578a1026a652ea3b61490352918%26346227458468
479232%26contentId_45040150");
body.put("oaid", "7b777eeb-e9e6-12ab-bfde-e2789fb6b29");
json.put("revenue”,"10.00");
json.put( "currency","CNY");
body.put("conversion_extend", json);
return JSON.toJSONString(body);

}

J**
* g R L g Authorization
*

* @param body 15 K1k json
* @param kRey #F]
* @return Authorization X77L
*/
public static String buildAuthorizationHeader(String body, String key) {
// )KL header 17/1 Authorization
final String authorizationFormat = "Digest validTime=\"{@}\", response=\"{1}\"";
String authorization = null;
try {
byte[] keyBytes = key.getBytes(Charsets.UTF_8);
byte[] bodyBytes = body.getBytes(Charsets.UTF_8);

Mac mac = Mac.getInstance("HmacSHA256");

SecretKey secretKey = new SecretKeySpec(keyBytes, "HmacSHA256");
mac.init(secretKey);

byte[] signatureBytes = mac.doFinal(bodyBytes);

final String timestamp = String.valueOf(System.currentTimeMillis());
final String signature = (signatureBytes == null) ? null :
Hex.encodeHexString(signatureBytes);

authorization = MessageFormat.format(authorizationFormat, timestamp, signature);
} catch (Exception e) {

System.err.println("build Authorization Header failed! ");

e.printStackTrace();
}
System.out.println("generate Authorization Header:
return authorization;

+ authorization);

4 FF2
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PHPEI&REA:

<?php

/7('7('
* HAEUERIIEREEO Demo, (Xts%E
YV

// base64 ‘RIBAUNIZEZEE, HERBEIEEEEER
define("SECRET_KEY", " WpjrTxxXXXXXXXXXXXXXXXXXXXXXXXXXXXBCs=");

/] BAEEREEO, BN
define('ACTION_UPLOAD URL', 'https://ppscrowd-drcn.op.hicloud.com/action-

lib-track/hiad/v2/actionupload’);

// AEKAEHIRTE, Unix BTEE, BA=ZF, SHRIEEKEREHIRSSSSH, a5 o8 LR
$current_timestamp = intval(microtime(true) * 1000);

/] FHEFEREK
$request_body = buildPostBody();
echo 'php request body is: ' . $request body . ‘<br>";

// ERIBEKIK json FERFEBRFNNNZEZE, 1TEBESLFAY Authorization
$auth_header = buildAuthorizationHeader($request_body, SECRET KEY);
echo ‘auth header is: ' . $auth_header . ‘<br>";

// 1R post HIUVEREETRREIEED
$cURLConnection = curl_init(ACTION_UPLOAD_URL);
curl_setopt($cURLConnection, CURLOPT CUSTOMREQUEST, 'POST");
curl_setopt($cURLConnection, CURLOPT POSTFIELDS, $request_body);
curl_setopt($cURLConnection, CURLOPT_RETURNTRANSFER, true);
curl_setopt($cURLConnection, CURLOPT SSL VERIFYPEER, FALSE);
curl_setopt($cURLConnection, CURLOPT SSL VERIFYHOST, FALSE);
curl_setopt($cURLConnection, CURLOPT HTTPHEADER, array(‘Content-Type:
application/json; charset=UTF-8', 'Authorization: ' . $auth_header));
$apiResponse = curl_exec($cURLConnection);
curl_close($cURLConnection);
echo $apiResponse;
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function buildPostBody()

{
/] ¥EEERAEA
$request_body arr = array();
/] SEFENATHEIER. I EERKEIRSEMPE callback 24, 1ZS#RE21T URL 4HiHT,
BDEN

$request_body arr['callback'] =
'3000005%268719362aad7f6769b9958271f84891cf05576df21aa3f98c310429eed48ec4e0
%262000100570%26abcd’;

Ve

* AR RS

* activate: B0E

* browse: X%

* collection: iR

* addToCart: JIAWEYIZE

* preOrder: &

* register: A

* retain: JRHEBEF

* paid: 2%

* custom: BEX

* form_submit: FREEIRIZ

* consult: &

* custom_acquisit: HHGEE

* book: BIRE

* custom_ landingpage: BENX

Y

$request_body arr['conversion type'] = 'activate’;

/] BAEHRERIEYE, Unix BYEIE%, B

$request_body arr['conversion time'] = '1582160596';

/] NBEKKERIESEEL, Unix ISR, BI=F, HRRBRE, ZFR—EEE, BERFSH
£z

$request_body arr['timestamp’] = '1582166692239’;

return json_encode($request_body arr);

function buildAuthorizationHeader($body, $key)
{

$current_timestamp = intval(microtime(true) * 1000);
$signature = hash_hmac('sha256’, $body, $key);

return 'Digest validTime="". $current_timestamp . '*, response="" . $signature .
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}
7>
5 PR3

w&E AR 15i8H
activate E FIFBEIX¥IF app
register = i FAFF=EEMTA
retain RER FFEGERX BRI app
paid (NE FAFF=EE&IT A
browse i FRF4RIRE T/
collection IKZ5E, FAF P48 T /9
preOrder TE FRFFETRITH
subscribe ALz FAF SeR R IARSS /SmE 1] F94 779
login i P SeRERE T/
update =2k FFEEREHREMH
reservation FREIBRSS FIFTey 7 HIpRSS
addToCart I[Nz = FAFFEINGEIZET A
threeDayRetain 3HE=E FAFTERNER 3 XIN$TH APP
sevenDayRetain 7HB®F BRESER 7 KAFIFF APP
deliver TBRRE FRFFEETRITAERE
orderSigning P FAFFETRITAREW
firstPurchase BERIE BRIE
purchaseMemberCard WESR WSE=R

FAF@EIE STFHRN A, FHERR I

addQuickApp HRRE AN ERmERTH
addToWishlist IIEIOEER | PRI RERS RO EEER
openedFromPushNotificati
on MIEXIBERFIF | BFERMNEESERF TR RIS
reEngage J=2) = lilidil ¥IFF app
keyAction KETH FAFX%1T
form_submit REBRER FFBERREBRERI T/
consult BWEH REBREH
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SMERATF

I EERBAIRBEREIREIIA B

effectiveLeadsForm BR&ERER-FRR | R
BEEFP%ER- | | SERMNRAEREIREHANEBEES
potentialCustomerForm *=E F
custom_acquisit BkE REBEF
book BYFE SRENE BFRE
consultOnline KT8 FIFPER U TERIE

effectiveLeadsOnline

BRER-EH

I ESERBIEREM AR ESBRTTE

w&E B 15288
BEEFP&ER- || SRS EHAREE ST
potentialCustomerOnline | &if] 73
phoneDialing EiEEK FAF Rtk TR IEIREH
effectiveLeadsPhone BUER-BIE | | SERMAEIEE M mARE
BEEP%ER- | | SHRAEREHEEERANEBE
potentialCustomerPhone | EEiF EZF
followScan Al Sk BRERFEMIIE, FEAERURRE R EREN
leadsLottery HERER s, ERFNSHMID LR
addPaymentinfo WINRER | BFEIRMIRERRERS
startTrial Frai RATFERRRZE RS
initiatedCheckout KRRLENK FFEEREM S
invite Bis FAFFERE (132) 1774
search N RFFEERERTA
share PE FFFEERZETA
travelBooking BRITTRLT BT EERRITIUISEMN (REXKAN)
rate LR FATIEERm fn/ N TR 4
contentView NEE AT EEASIES
BENX (K
custom FA) FRTEREENEHEY
BEX (K
custom_-landingpage m) BT BN B EN EHEMH
TR
landingpageClick mi FIF md5#&$H button
coupon NI IREY FIF R EuREH
navigate [ JESR R RS in&H
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lottery it 4 FIP RihRigH
vote = PP R iR
redirect TUEBksE FF Bk = EMhTImE
gamePackageRedemptio
n #LE ik FAF retLE
gamePackageClaiming #LELGREY FAF$REALE
P2y NellfE Y=
createRole =) e =)
authorize HERKIRAY R (iF3%)
IR ST RETT
tutorialCompletion i TERGETFHE (PRk)
achievementUnlocked R TIPIT B PR BRI S
testdrive landingpage EERE BEREEXERMSE

downpayment landingpa

ge EBRKAZ RRXEERSE
e AR 1Ae

spentCredits TeiEfRD AT ERAFPRo T ENSEY

levelAchieved KEIRA FPREIE RSB

loanCompletion T P THEXIRS =4

preCredit (s TS IREN

credit =E RIERE

follow xix WRAFXE

forward R WAFER

read FsE WA SE

like R WA R

comment e WRFTFES

refund B AR
IEEEEERERPYHED LTVRS
FRENXALEENERF (BARIIET
EEHTEN) (BEHEEIMEH

qualityActivate RERENE it)
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